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THEORETICAL BASIS OF THE FORMATION OF THE SYSTEM
OF ECONOMIC SECURITY IN THE CONDITIONS
OF TRANSFORMATION

Abstract. The article analyzes the theoretical and methodological approaches to the disclosure of the economic es-
sence of economic security of the enterprise, taking into account trends towards globalization and informatization of
society. The study of the concept of economic security has shown that it developed in two ways depending on the type of
economy in specific areas. Six vectors of modern scientific achievements on the economic security of the enterprise are
identified. Systematization of scientific approaches gives an idea of economic security as a set of relations to protect the
enterprise, its interests and activities from breaches of trade secrets and threats to the environment. Four main factors
of economic security of the enterprise are underlined: a) planning; b) monitoring of the external and internal environ-
ment; c) identification and implementation of measures to respond to threats; d) control and improvement of the system.
The security of the economic space of enterprises under the conditions of transformational changes is due to general
economic destabilizing factors, aspects of industrial development and business security elements. The mechanism of
economic security is characterized as a set of means, methods and tools of influence of economic security entities on the
processes of objects in order to regulate them in the conditions of transformation. The study of economic security pa-
rameters at three levels of government: macro, meso and micro level has shown that in modern conditions, information
security is gaining in importance. Its provision becomes a necessary condition for sustainable progress of the enter-
prise to maintain competitive advantages, protect reputation, ensure compliance with applicable laws and regulations.
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TEOPETHUYHI 3ACAJIU ®OPMYBAHHS CUCTEMU
EKOHOMIYHOI BE3IIEKH B YMOBAX TPAHC®OPMAIIII

Anomayin. B cmammi 30ilicHeHO aHAi3 MeopemuKko-mMemoOusHUX nioxo0ié 00 POIKPUMMsL eKOHOMIYHOT cymi eKo-
HOMIYHOI be3neKu nionpuemMcmea 6 ymMogeax mypoyneHmnozo cepedosuwia ma yuppogisayii ekonomixu. JJocniodxcenns
KOHYenyii eKOHOMIYHOI Oe3nexu 008e10, o OHA PO3BUBALACS OBOMA WLIAXAMU 3ATIEIUCHO 6i0 MUNY eKOHOMIKU 6 KOHK-
pemnux cpepax. O3naueno wicmov 6eKMOpPI6 CyHACHUX HAYKOBUX OOPOOOK U000 eKOHOMIUHOL be3neku nionpuemcmaea.
Cucmemamu3ayisi HAYKOBUX NiOX00i8 0A€ VABIEHHs NPO eKOHOMIUHY Oe3neKy K Npo CYKYNHICMb 8IOHOCUH i3 3aXUCmy
nionpuemcmaa, 1oeo inmepecie ma 6udig 1020 OBLIbHOCMI 810 NOPYUICHHST KOMEPYIUHOL MAEMHUYL MA 3a2P03 308HIl-
Hb020 cepedosuuya. OCHOGHUMU YUHHUKAMU eKOHOMIUHOI De3neku nionpuemcmsa €. niany8aHHs, MOHIMOPUH2 308HIuL-
Hb020 MaA HYMPIUHBLO2O cepedosunyd; OiacHOCIYBAHHA 3 MEMOI0 3anpo8addicents Ol Wo00 peazy8aHHs HA 3a2PO3U;
2) yOOCKOoHanenHs cucmemu Ha 0cHoGi konmpoaio. IIpoyecu mpancopmayii, wjo 8i00ysaromovcs 6 eKOHOMIYHOMY NpPo-
cmopi nionpuemcmea, Hecyms i3 co00i0 NeGHI pusuKku ma 3azpo3su, moomo i006paX’CarmvbCs HA Pi6HI eKOHOMIUHOL
be3nexu nionpuemMcmesa 8 yiniomy ma ycKiaonioms cucmemy ii sabesneuenus. besnexa exonomiunozo npocmopy nion-
PUEMCIME 3d YMOG MPAHCHOPMAYITIHUX nepemBOpeHb 00YMOBIEHA 3a2aNbHOEKOHOMIYHUMU 0ecmadinizylouumu axmo-
pamu, akmopamu npoMuUcio8020 po3guUmMKy ma gaxmopamu besnexu 6iznecy. /logedeno, wo na ekoHomiuny be3nexy
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RIONPUEMCME BNAUBAIOMb MPAHCHOPMAYIUHI NpoYyecu HA MPbOX PIGHS YNPAGNiHHA: 1) HA GUWUX DIBHAX eKOHOMIKU
(makpo); 2) 306HIWHIN, NEPEeMEOPEHHS YACMO HA8 S3YIOMbCS NIONPUEMCIMEY, MA MAlOMb PeGOOYIUHUL XapaKmep
(me30); 3) eHympiwHil, npoyecu NOKIUKAHI BUMOAMU CYHYACHOI PUHKOBOI eKOHOMIKU, HOCAMb eBONIOYIUHUL XapaKmep
(miKpo). Ymosorw cmitikozo po3eumky nionpuemcmea ma 36epedjcenns 1020 KOHKYPEHMHUX NO3Uyill € YOOCKOHAEHHS.
cucmemu ingpopmayitinoi’ besnexu. Mexanizm 3abe3neyentss eKOHOMIUHOT De3neKu Xapakmepu3yeMvcs K CYKYNHICMb
3aco0is, memooie ma iIHCMpPYMeHmie naugy cyd 'eKmie ekOHOMIuHOI be3neku Ha npoyecu 00 €KMi8 3 Memoro ix pecyiro-

BAHHSL 8 YMOBAX MPAHCHOPMAYL.

Kniouosi cnosa: exonomiuna besnexa, mpaucgopmayis, yu@posa eKOHOMIKA, PiHT YNPAGIIHHS

Formulation of the problem. The formation
of the economic security of the enterprise re-
flects the conditions of its protection from any
threats that are achieved through the use of ex-
isting and potential resources to ensure safe op-
eration in the long run. The modern way of en-
terprise development in the conditions of digi-
talization of Ukraine's economy describes the
conditions when modernization, development
and strengthening of business positions on an
international scale become more and more sig-
nificant and obvious facts. Daily technological
progress has led to the transformation of the
world economy, greatly affecting all aspects of
our lives and economic security. The immediacy
of the study is motivated by the lack of con-
sistency, coordination and common views on
discourse in this area, as well as insufficiently
substantiated proposals for the introduction of
modern methods and models of economic secu-
rity management at all levels of the economy in
transformation.

Analysis of recent research and
publications. A review of scientific publica-
tions by Shulga I.P.[0], Lyashenko O.M.[1],
Gnylytska L.V.[2], Sosnovska I.M. [3], Chan-
dra, S. and Bhonsle, R. [4], lanioglo, A. and
Polajeva, T. [5] allowed to systematize chrono-
logically the approaches of the economic securi-
ty category.

The approaches to the interpretation of the
term taking into account the chronology were
considered by the scientists of Zachasova N.V.
[4], loan-Franc, V. and Diamescu M. A. [7],
Kitsios, Fotis & Kamariotou, Maria [8].

Studying the theoretical foundations of the
economic security system at the enterprise Den-
isov O.E. [7]; Nemchenko V.V. [10], Nesterov
Yu.O. [11]; Tsevukh S.M. [12]; Franchuk V.I.
[13]; Voynarenko M.P. [14], Hohan, A., Olaru,
M., Pirnea, 1.C.,[15], Tamositniené¢, R. and
Munteanu, C.[15].
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At the same time, despite the large number of
publications, there are still many unresolved
issues in economic security management, which
is a key component of protection against threats
in the digital economy, both at the state level
and at the level of business entities.

Goals of the article. The goal is to carry out
a critical analysis of the scientific and theoreti-
cal basis of the economic security system. To
investigate the flows of mutual influence of
transformations and systems of economic secu-
rity of different levels.

The main material of the study.Sustainable
development of enterprises activity requires
improvement of the economic security man-
agement system.

The importance of the concept of economic
security is also seen in the fact that researchers
give it an important role in national security, as
the economy is the driving force of planning,
organizing and focusing on the best use of re-
sources aimed to provide basic livelihoods and
to the improvement of citizenship. National and
international economic security has been studied
in the same way as the security of the individu-
al, because in today's globalized world there is
no completely independent country.

In the human development report, "economic
security” is one of the factors, which influence
over human security. "Economic security” is
provided as the basic income of each citizen
from their own work as a contribution to society
in this report.

Almost all researches on economic security
to a greater or lesser extent provide an interpre-
tation of this category. Every author's interpreta-
tions has the right to the existence, as it corre-
sponds to the goals and objectives of a particu-
lar scientific study. But this does not solve the
problem of the need to formulate a unified ap-
proach to awareness of economic security cate-

gory.
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Analysis of scientific sources shows that
there are several approaches to defining the def-
inition of "economic security of the enterprise”.
To conduct a detailed analysis, there is a need to
systematize of scientific approaches to this is-
sue, provoded by other scientists. It should be
noted that each of the scientific views is based
on the functional purpose of the system of eco-
nomic security. The main functional tasks of
economic security are:

- "ensuring high level of the financial effi-
ciency, financial stability and independence of
the enterprise;
ensuring technical independence and
achieving high competitiveness of the technical
potential of the facility;

- achieving a high level of staff qualification
and its intellectual potential, proper efficiency
of R&D;

- minimization of the destructive impact of
the results of production and economic activities
on the environment ";

- high-quality legal protection of all aspects
of the enterprise (organization) ";

- ensuring the protection of the information
field, and achieving the required level of infor-
mation support for the work of all departments
of the enterprise and departments of the organi-
zation ";

- effective organization of security of the en-
terprise’ human resources, its capital, property
and commercial interests.

A review of scientific publications for the pe-
riod 2002-2021 [1,2,3,4] allowed to systematize
chronologically the approaches of the econom-
ic security category. The review identifies sev-
eral such approaches:

1) providing conditions for the safety of
commercial confidential information;

2) as protection against the negative impact
of the external environment;

3) as protection of economic interests of the
enterprise;

4) as protection of a particular aspect (type)
of activity;

5) as protection of a certain type of business
entity;

6) as a complex of economic relations.

This systematization, in our opinion, gives an
idea of economic security as a complex of rela-
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tions to protect the enterprise, its interests and
activities from disclosure of commercial confi-
dential information and threats to the environ-
ment. The author shows how scientific interests
regarding the objects of economic security have
evolved over time

Analyzing the changes in approaches to in-
terpretation, taking into account the chronology
of Zachasova NV [4], it is proposed to consider
different types of approaches with the definition
of the period of their appearance: resource
(2002); capable (2003); procedural (2008);
complex (2009); harmonization (2010); mixed
(2010); system (2014).

The result of the review of the existing sys-
tematizations of scientific approaches to the
definition of the category "economic security of
the enterprise” is presented in the form of a ma-
trix (Table 1) and allows highlighting four logi-
cally ordered groups of approaches, namely:

1) Economic security of the enterprise as a
state of protection from threats to the internal
and external business environment (activities)
and corporate interests.

2) Economic security of the enterprise as a
state of safety of commercial confidential in-
formation and property

3) Economic security of the enterprise as a
state of use of corporate potential.

4) Economic security of the enterprise as its
identification with the management system of
the enterprise.

Now it possible to provide the following
conclusions:

1) There are several approaches to defining
the definition of "economic security of the en-
terprise” in scientific research which are used in
the scientific literature based on the objectives
of scientific research and the preferences of
their authors.

2) We consider the most rational approach to
the definition of this category based on the main
function of the economic security system - pro-
tection against threats.

3) The definition of terminology is only the
beginning of painstaking scientific work in the
research areas of the economic security of the
enterprise.



36ipnux naykosux npaus TIATY imeni /Imumpa Momoprnozo (exonomiuni nayku) Ne2(44), 2021

Table 1

Matrix of systematization of approaches to the definition of the category
"*economic security of the enterprise™ (redo the table)
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Economic security as a state of
protection from threats to the
internal and external business |+ |+ |+ |+ + |+ +
environment (activities) and
corporate interests
Economic security as a state of
protection from threats to the
internal and technical business + + |+ |+
environment  (activities) and
corporate interest
Economic security as a state of + + + s
use of corporate potential
Economic security as an identi-
fication with the management | + + + |+ + |+ |+
system of the enterprise

Source: summarized by the author according to [1,2,3,15,19]

At the same time, the system of enterprise
management should deal with the issues of en-
suring the realization of economic interests.

Similarly, the system of economic security
can not provide competitive advantages of the
enterprise, but can protect them. As for protec-
tion against economic crimes, in the system of
economic security of enterprises it should be
considered as a component of protection against
internal and external threats.

Thus, the system of economic security can
not "replace” the management system of the
enterprise, performing its functions. This under-
standing should be reflected in the interpretation
of the category of "economic security of the
enterprise”.

As the analysis of the definition of "econom-
ic security of the enterprise™ has shown, this
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definition becomes more complicated with each
new research. Each next authors tries to add and
bring elements of novelty in the interpretation of
this category. On the one hand, it reveals in
more detail the individual structural components
of the category, which allows to expand the
boundaries of the worldview of users. On the
other hand, it complicates the perception of in-
formation about the essence of the category,
because it contains too much information.

In our opinion, the interpretation of the cate-
gory should be concise, short-spoken and most
certainly provide the main message to the user.
That is why we propose in the interpretation of
this category to separate the essence of security
from the need to provide appropriate manage-
ment functions.
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We believe that the most significant content
load is borne by such structural components that
most accurately reflect the main task of the eco-
nomic security of the enterprise: to protect the
economic interests of the enterprise from threats
of various sources.

Thus, the economic security of the enterprise
- a state of protection from external and internal
threats in the economic space of the enterprise,
which are caused by reasons of different
sources, which are connected to the realization
of its economic corporate interests.

To clarify the content of the category "eco-
nomic security of the enterprise™, the model of
conceptual structuring of this category was
built.

The study of the organization and function-
ing of the economic security system is multi-
vector, which significantly expands the
knowledge of the processes of protection of the
economic system from threats and dangers of
endogenous and exogenous environment, which
negatively affect the financial condition of the
enterprise, competitiveness and sustainable de-
velopment. The choice of the vector of scientific
preferences determines the structure and content
of the theoretical basis of the study. The choice
of scientific direction is formed according the
degree of mastery of various areas of economic
security and the relevance of the accentuated
problem aspects of the selected vector of re-
search. In such circumstances, it is important to
study the range of scientific interests in the field
of ensuring the safe operation of the country, its
individual regions and enterprises.

Many fundamental works in the form of dis-
sertations, monographs, scientific manuals and
individual scientific and popular science articles
and reports of foreign and domestic authors are
devoted to the study of topical issues of organi-
zation, functioning, management, support and
other aspects of economic security.

The modern market conditions industrial and
non-industrial enterprises are operating under
pressure from both pre-planned and unpredicta-
ble processes, which have both positive and
negative impact on the economic system of the
enterprise. In such conditions, there is a growing
need for an effective mechanism for protection
against the negative consequences of such pro-
cesses. At the same time, the economic system
of the enterprise is a reduced version of the eco-
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nomic system of the country as a whole, like
each individual family, which presents a model
of society.

Studying the theoretical foundations of the
economic security system at the enterprise
[7,10,11,12,13,14], it is possible to provide an
effective system of protection against threats
and dangers, which can be partially implement-
ed for more complex economic systems.

Thus, six vectors of modern scientific
achievements on economic security of the en-
terprise are defined:

1) research of theoretical aspects of the sys-
tem of economic security, systems of its provi-
sion and management at the level of enterprise;

2) research of economic security of the en-
terprise according separate functional compo-
nents;

3) research of economic security of enter-
prises in various industries;

4) research of economic security in certain
areas of activity;

5) research of economic security by certain
types of enterprises;

6) research of economic security under dif-
ferent conditions of the economic environment
of the enterprise

The relevance of the research of the security
of the economic space of enterprises under the
conditions of transformations is based on the
general economic destabilizing factors, factors
of industrial development and business security
factors.

Thus general economic destabilizing factors
are:

1) Lack of domestic or adapted to national
conditions in Ukraine model of market trans-
formation on a market basis, which provokes
disorder and unsystematic changes in the eco-
nomic and financial system and threatens the
economic system and financial condition of the
enterprise.

2) The processes of globalization and Euro-
pean integration accelerate the integration of
Ukraine's economy and its enterprises into the
world community, intensify foreign economic
activity, increase pressure from international
corporations and the influence of world organi-
zations (e.g. the International Financial Bank).
Establishing new business relationships, master-
ing new rules of the business game act as a cata-
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lyst for increasing the probable riskiness of
business projects.

3) The growth of competition in the food
market and the challenges of food security re-
quire qualitative changes in the technology of
cultivation and processing of agricultural raw
materials, production, transformed quality man-
agement systems, inventory management and
more. The introduction of technological innova-
tions is a kind of challenge for the system of
economic security.

4) Unavailability of industrial policy in
Ukraine to protect the domestic food business
from threats to the internal and external envi-
ronment/

According to the results of research, the fol-
lowing conclusions can be made:

- research of economic security of the enter-
prise is multi-vector;

- globalization and European integration
changes expand the range of scientific interests
on the security of transformations of internal
and external nature.

The development of the economic system of
society in real time constantly provokes the cre-
ation of various transformational models. Insti-
tutions of property, investment and innovation
development and foreign economic activity, the
monetary system, the system of taxation and
social insurance are subject to transformation.
The external transformation processes that take
place affect the economic system of the enter-
prise indirectly through changes in current legis-
lation. Such changes can have a significant im-
pact on the business of the enterprise and lead to
transformations of its financial and economic
system.

The economic system of a modern enterprise
is an open system, the functioning of which is
significantly affected by the transformation pro-
cesses of endogenous and exogenous environ-
ment, leaving negative consequences, reducing
business efficiency and justifying the growing
need to protect corporate interests.

In our opinion, it is interesting for this study
to define "transformation™ as a process of "qual-
itative and quantitative transformations™ in the
economic system, ""changes in its form and con-
tent, adequate to the historical stages of socie-
ty". We believe that considering these two cate-
gories, taking into account the nuances of busi-
ness organization, you can create a comprehen-
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sive system in which the threats and risks of
transformation processes are leveled with the
tools of the economic security system.

The economy of the enterprise is necessarily
affected by changes and transformations that
occur at different levels of economic develop-
ment of society: global, macro, meso and mac-
ro.

Conversely, the transformation of specific
enterprises as a whole, through the impact of
their results on the higher-level economic sys-
tem, contributes to the creation of new institu-
tions, reforms, namely causes the need for ap-
propriate transformations, including legislation
and institutional support. At the same time, the
change in the worldview of business owners
regarding the goals and basic concept of busi-
ness contributes to the evolutionary transfor-
mation of corporate policy and directions of
strategic approach to transformation processes
and their provision. At its own discretion, trans-
formations are carried out that contribute to the
implementation of strategic plans of the enter-
prise to ensure its corporate interests. The driv-
ing force for "internal” transformations can also
be crises in the enterprise itself, which are seen
as "an opportunity for change” [20].

In its turn, the transformation of different
levels of the economic system affects the eco-
nomic (financial and economic) system of the
country, industry, region, enterprise, respective-
ly, and also necessitates transformations of this
system. Analysis of research on the mutual in-
fluence of transformations and systems of eco-
nomic security of different levels allowed to
build a flow chart.

On the other hand, transformational process-
es can begin under the influence of market pro-
cesses (inflation, fierce competition, the course
of European integration, the global food supply
problem, etc.) in accordance with the adopted
corporate policy. For food companies, a market
competition is a powerful impetus. On the way
to ensuring a decent level of competitiveness,
companies significantly change (transform) the
concept of business, corporate policy, their
strategy, transform technology and methodolo-
ay.
Under such conditions, the company has a
need to ensure the safety of such processes,
namely the need to minimize the negative im-
pact of these processes on the business of the
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enterprise and its financial condition. The sys-

shown in Fig. 1, is a guarantor of the security of
tem of economic security of the enterprise, as

his business from the negative impact of threats.

LEVELS OF TYPOLOGY OF TRANS- TYPOLOGY OF ECONOMIC
ECONOMY FORMATIONS BY LEVELS |{ SECURITY BY LEVELS OF
B OF ECONOMY ECONOMY
| Transformations of the > > World
World world economic svstem economic
level security |
[
[ | Economic
. security of
Macro Transformations of the the country
level country's national eco-
nomic system
| ! | 1> Economic
[ security
Transformations of of the region
the economic system : :
Meso of the region and in- Economic
level dustrv security of
the industry
) Enterprise Economic
Micro transformations security of
level enterprises

Fig. 1. Scheme of flows of mutual influence of transformations and systems of

economic security of different levels.
Source: based on [18,19]

The study shows that the economic security
of enterprises is strongly influenced by:

- transformation processes that take place at
higher levels of the economy;
transformational transformations, which
can be both internal, caused by the requirements
of modern market economy, are evolutionary in
nature, often initiated by the enterprise itself,
and external, which are often forced on the en-
terprise, often have a revolutionary character;

- transformational transformations of differ-
ent nature.

The processes of transformation that take
place in the economic space of the enterprise
carry with them certain risks and threats, ie are
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reflected in the level of economic security of the
enterprise as a whole and complicate the system
of its provision. In order to prevent the negative
impact of probable threats, the current system of
economic security of the enterprise can be used,
which should be investigated and tested accord-
ingly.

The study of the economic security manage-
ment system at the enterprise in the scientific
literature is proposed to be carried out in three
aspects: "formation and operation of the eco-
nomic security system, economic security activ-
ities, assessment of the achieved level of eco-
nomic security” [4].
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Conclusions. In our opinion, it is necessary
to study the system of economic security of the
enterprise, given the capabilities of this system
to provide the necessary level of security against
potential threats, provided the operation of the
business in a period of significant transfor-
mation. In view of this, the methodological ap-
proaches to the study of economic security, tak-
ing into account the impact of transformational
transformations should be expanded by studying
the characteristics of the transformations them-
selves.

The algorithm for creating a system of eco-
nomic security of the enterprise in terms of
transformational transformations involves the
implementation of sequentially ordered steps:
development of the concept, development and
approval of corporate economic security policy;
development of a system of economic security
and its management

Thus, the object of the conceptual approach
is the probability of achieving the maximum
possible stability of the economic system of the
enterprise in the presence of risks and threats of

Reference:

transformational transformations. The subjects
of ensuring the security of enterprise transfor-
mations are the management of the enterprise,
structural units for economic security.

Given the above, we believe that “the pro-
posed concept of safety (security) of transfor-
mational transformations of the enterprise is that
transformational transformations can be consid-
ered safe if the existing system of economic
security of the enterprise is able to predict, iden-
tify and assess potential threats and negative
trends. these transformations, to provide the
maximum possible protection against their in-
fluence, to develop and promptly implement
measures to prevent and eliminate their conse-
quences.

Since our approach is based on the assump-
tion that the company already has a system of
economic security, we consider it appropriate to
take as a basis its system of support and meth-
ods and pay special attention to improving the
methods of monitoring, diagnosis and testing of
the system.
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